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1 Introduction 

The Ayla Developer Portal is a UI-driven application environment that provides all of the 
tools required for our customers and developer partners to design and develop their 
connected products – there is no software development kit or coding required in the Ayla 
Cloud. The portal’s primary use is in the definition and design of virtualizing a customer’s 
connected product in the Ayla Cloud.  

The Ayla Developer Portal provides tools to define templates and properties exported from 
the devices as well as the means to manage device-specific information. This includes 
features to set and get properties on the device remotely, thereby greatly enhancing the 
ability to perform simple tests during the development phases. 

All configurations for the final product can be defined and fully tested before being deployed 
to field units. There are tools to create and apply rules and decision logic to devices for 
development and testing purposes. This includes testing of the OTA update deployment 
process on devices. Some of the main feature of the portal are as follows: 

• Register new devices. 

• View and configure a device. 

• Design and customize a device. 

• Browse and test Ayla’s RESTful APIs in our API Browser to significantly reduce a 
developer’s ramp-up time. The API Browser provides live, accurate, fully detailed input 
and output to users. 

NOTE The Ayla Developer Portal is available in both the US and China Ayla Cloud 
Services. 

1.1 About this Document 

This document provides information on how to use the Ayla Developer Portal to manage 
and configure your Ayla Connected products.  

1.2 Intended Audience 

This document is written for all users of the Ayla Developer Portal. However, not all users 
have access to all views. You may find that you do not have access to some of the views 
described in this document. Access is determined by your company’s policies. 
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1.3 Related Documentation 

For additional information related to the content in this guide, refer to the following 
documents available on Ayla Connection: 

• Ayla Customer Dashboard User’s Guide (AY006UDB3) 

• Device Onboarding: Ayla Registration Methods (AY006FOR3) 

1.4 Document Conventions 

This document follows these Ayla documentation conventions: 

• Ancillary information that is important to emphasize is shown as: 

NOTE The commands provided in the example assume your evaluation board is 
mw300_rd and your chip is mw300.  If otherwise, make the appropriate 
substitutions. 

• Information on system failures or hazards that could damage a product, including data 
loss, is shown as: 

 
CAUTION 

Make sure that the appropriate data buffering is accounted for in deployed devices, 
especially where the loss of data is critical to the core functionality or the services 
provided by the systems. 

1.5 Abbreviations and Acronyms  

Abbreviations and acronyms used in this document are as follows: 

OTA Over the Air 

AWS Amazon Web Services 

JSON JavaScript Object Notation 

 

 

https://connection.aylanetworks.com/s/ayla-documents
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2 Access the Ayla Developer Portal 

The Ayla Developer Portal is available to customers and developer partners as a place to 
view users, devices, templates, and other information that requires review and updates.  

This section provides steps on all actions needed to access the Ayla Developer Portal. 

Depending on the global region, use the appropriate regional Developer Portal URL below. 

o US & EU:  https://developer.aylanetworks.com/ 

o CN: https://developer.ayla.com.cn/ 

2.1 Register for Developer Account 

1. To sign up for a Developer account, navigate to your regional Developer Portal. 

NOTE US & EU:  https://developer.aylanetworks.com/ 

CN: https://developer.ayla.com.cn/ 

2. Click SIGN UP,  as shown in Figure 1. 

 

Figure 1: Sign-in Page for the Ayla Developer Portal 

3. In the SIGN IN dialog box, enter the details: 

https://developer.aylanetworks.com/
https://developer.ayla.com.cn/
https://developer.aylanetworks.com/
https://developer.ayla.com.cn/
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Figure 2: The Sign up Page 

o Email / Password / Password Confirmation 

o First Name / Last Name 

o Company 

o Street, City, State, Zip, Country 

o Country Code, Phone 

4. Select the checkbox for Have an Ayla Dev Kit if you already have one, and then enter 
the Ayla Platform Dev Kit number in the field that displays. 

5. Select the checkbox for I agree to the Terms of Service. (Click the Terms of Service link 
to review the terms.) 

6. Click OK to complete the registration process. A confirmation email is sent to the email 
address you entered on the Sign Up page. 
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7. Click the link in the email to create an account in the Developer Center. 

 

Figure 3: Home Page of the Ayla Developer Portal  

2.2 Log In 
2.2.1 Standard Log In 

1. Navigate to the URL for your region (US, EU, CN). This displays the Sign In dialog box. 

 

2. Enter your Username. 
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3. Enter your Password (8 to 120 characters, one uppercase letter, one lowercase letter, 
and one number) 

4. Click ENTER. 

NOTE After five (5) consecutive failed login attempts, the user account is locked on the 
system for thirty (30) minutes. After 30 minutes, the user account is unlocked 
and the user can make subsequent attempts (up to 5) and the process is 
repeated. Alternately, click the "Forgot your password link" to reset the user 
password.  

Any attempts (login or password reset) are blocked during the 30-minute period. 
(This 30-minute time period is not extended, regardless of any attempts during 
the lockout period.) 

2.2.2 Login with Facebook 

1. On the Login dialog box, click the Facebook logo. 

 

2. In the dialog box, enter the Facebook credentials and login. 

  

This logs in the user to the Developer Portal. 
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2.2.3 Login with Google 

1. On the Login dialog box, click the Google logo. 

 

2. Click the right-arrow to confirm the Google log-in process. Click Allow to proceed. 

   

This logs in the user to the Developer Portal. 
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2.2.5 Forgot Password 

1. If you need to recover your login password, click FORGOT YOUR PASSWORD. 

 

2. On the dialog box, enter your Email, and then click ENTER. 

 

You receive an email to log in to the Developer Portal. 
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2.2.6 Resend Confirmation Instructions 

1. If you need the credentials, click RESEND CONFIRMATION INSTRUCTIONS. 

 

2. On the dialog box, enter your Email and click ENTER. 

 

You receive an email with the original credentials. 



  Ayla Developer Portal User’s Guide 

© 2021 Ayla Networks, Inc. Proprietary 10 
AY006UDP3-8/8.0/3-Jan-2021 

2.3 Update Profile 

Upon a successful login, the Ayla Developer Center home page displays. 

 

1. Place your mouse cursor over the person icon. In the drop-down, click My Profile. 
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2. On the My Profile page, make changes as needed. 

 

3. When done, click OK. 

2.3.1 Change Password 

1. On the My Profile page, enter your Current Password. 

 

2. Enter the New Password (must include one capital letter, one lower case letter, and one 
number.) 

3. In Re-enter password, enter the new password again. 

4. Click OK. 
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2.4 Manage Contacts 

The Contacts page include individuals that are necessary or helpful. 

1. To update contacts, on the Developer Center home page, place your mouse cursor over 
the person icon and click Contacts.  

 

The Contacts page contains current contacts. 

 

2. Click ADD to display the Contact dialog box. Enter details and click OK. 
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3. To change a Contact’s details, on the Contact table listing, click the Display Name. On 
the dialog box, make updates, and click OK. 

4. To delete a Contact, click on the row and click DELETE. 

 

5. On the Confirmation dialog box, click OK. 

 

2.5 Logout/Exit Developer Center 

There are two ways to leave the Developer Center: 

• To exit Developer Center, you can simply close the browser window. 

• To log out from the Developer Center, hover over the person icon and click Logout. 
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3 Developer Center Navigation 

After login, you are on the Developer Center Home page. In the main panel, there are four 
functional options: 

 

• Register New Devices 

• View My Devices 

• Design a Device 

• API Browser 

3.1 About Register New Devices 

See Register a New Device 

3.2 About View My Devices 

See Device Configuration Details 
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Click the home page View My Devices link to display the Devices tab with table listing of 
devices. 

 

3.3 About Design a Device 

This displays the Templates tab where you create and update device templates. 

3.4 About API Brower 

1. Click the home page API Browser link to display the Ayla API Browser page. 

  

2. If this is the first time using the Ayla API Browser, click the Download Quick Start Guide 
(PDF) link.  

3. Review the following navigation options on this page: 
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o Devices – opens this page 

 



Ayla Developer Portal User’s Guide   

© 2021 Ayla Networks, Inc. Proprietary 17 
AY006UDP3-8/8.0/3-Jan-2021 

o Users – opens this page 

 

• Devices (Admin) – opens this page: 
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• Users (Admin) – opens this page: 

 

• Role Management – opens this page: 
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4 Devices 

You can use the Devices section to manage device configurations. On the home page, click 
the View My Devices icon. 

 

On the Device tab, the table listing shows all available devices. 
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4.1 Device Navigation 

To manage individual Device configuration details, click the device.  

This displays the device sub-tabs: 

• Properties 

 

• Details 
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• Module Image 

 

• Host Image 

 

• Notifications 
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• LAN 

 

• Schedules 

 

• Time Zone 

 

• Template 
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• Roles 

 

• Location 

 

4.2 Search Devices 

 

The Search function is interactive. As text is entered in the Search field, the table listing 
refreshes to show all matches with the entered characters. 

If there are no matches, the table listing is blank. 

To restore the full list, remove/delete the text in the Search field. 
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4.3 Register New Device 

The computer or device used to access Ayla Developer Portal must be connected to the 
same wireless network as the device. Use the Ayla Developer Portal to register new devices. 
These can then be configured and managed. You must have an Ayla Developers account.  

To register new devices, perform the following steps,:  

1. On the Developer Portal, click the Register New Device link on the portal homepage. 

 

This opens the following screen: 

 

NOTE If you do not see the Ayla Module Web Server Registration page, the device is not on the 
same network as the Developer Center. 

2. Click the Ayla Module Web Server Registration Page link to obtain the registration 
code. The registration code is required to complete the device registration process.  

3. Copy the six (6) digit registration code. 

4. On the Device Registration page, enter the registration code. 
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5. Click the Register button. 

6. Repeat for all devices to be registered. 

4.4 Unregister Devices 

To unregister devices, perform the following steps: 

1. On the Devices tab table listing, locate the device to unregister. 

2. In the table listing, click the device Serial Number. 

3. On the Details sub-tab, click UNREGISTER. 

 

4. In the Confirmation dialog box, click OK to remove the device from the Device table 
listing. 
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4.5 Device Setup Mode 

To register the device as if it were a new device, put the device in Setup Mode. 

1. On the Devices tab table listing, locate the device and click the Serial Number. 

2. On the Details sub-tab, click the Setup Mode button. 

3. In the Confirmation dialog box, click OK to put the device in setup mode. 
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5 Device Configuration Details 

This section provides procedures to manage device features and configurations. Each device 
has a set of sub-tabs to provide granular control of the device. To manage a device: 

1. Click the Devices tab to show a table listing of all devices in your network. 

 

2. To review, change, add, or delete Device details, locate the device in the table listing and 
click the Serial Number, as shown below. 

 

5.1 Properties tab (Search, Review, Configure) 

On the Properties sub-tab, you can search and review device properties, as well as configure 
property triggers and their applications. 

NOTE You can add, edit, and delete properties using the Ayla Template features.  Click 
here for details. 
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For every property, you can search for specific details and use several sub-tabs (some with 
editable fields): 

 

• Details sub-tab (read only) 

• Triggers sub-tab 

• Denied Roles sub-tab (read only) 

• Datapoints sub-tab (read-only) 

• Retention sub-tab (read only) 

5.1.1 Properties > Search 

The Search function is interactive. As text is entered in the Search field, the table listing 
refreshes to show all matches with the entered characters. 

If there are no matches, the table listing is blank. 

To restore the full list, remove/delete the search field text. 
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5.1.2 Properties > Details sub-tab 

On the Details sub-tab, you can review the parameters set for a property.  

 

The fields are as follows: 

• Name – the name assigned to the property 

• Display Name  - a user-friendly name of the property 

• Time Series checkbox:  

o If selected – when the device disconnects, the service queues data points to the 
device. Upon connection, all datapoints are sent to the device. From the device to 
the service, the host MCU queues all data items. 

o If unselected -  datapoints are ignored whether the device is connected or 
disconnected. 

• Ack Enabled checkbox: 

o If selected – when the Direction is configured as To Device, the service receives 
an ack (acknowledgement) if the property is updated, and the update is sent to 
the device. 

o If unselected -  No ack (acknowledgement) is sent when the property changes. 

• Current Value  - the current value assigned to the property. 

• Direction – the direction that the property is being sent (To Device or From Device). 

• Scope – defines viewing permission of property: 

o user  - the user can see the property. 

o oem  - only the Ayla customer can see the property. 

• Host SW Version checkbox: 

o If selected, the Ayla customer tracks the host software version. 

o If unselected, the Ayla customer does not track software version. 
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• Track Only Changes checkbox 

o If selected, only changes in the property state are logged, and if the value is the 
same, no datapoint is recorded. 

o If unselected, changes in the property state are not logged. 

5.1.3 Properties > Trigger sub-tab (Search and Add New Triggers)  

Search for Triggers 

The Search function is interactive. As text is entered in the Search field, the table listing 
refreshes to show all matches for the entered characters. 

If there are no matches, the table listing is blank. 

To restore the full list, remove/delete the search field text 

Add a New Trigger 

1. On the Device > Properties tab, click the Triggers sub-tab, and then click ADD. 

 

2. In the New Trigger dialog box, enter a Name that matches the host application on the 
device. 

 

3. For the Type drop-down, select the condition that activates the trigger. 

o always - the trigger is always active. 

o compare_absolute - two additional fields display as shown below. 
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 Compare type drop-down (select from the list) 

== (equal to) 

> (greater than) 

< (less than) 

>= (greater than or equal to) 

<= (less than or equal to) 

 Value - the value to compare against. 

o on_change - the trigger occurs only if there is a change. 

4. Active checkbox  

o Select if the trigger is active. 

o Unselect if the trigger is inactive. 

5. Click OK to save the new property trigger. 

When a new trigger is created, a notification application (one or more) must also be 
created, as described in Section 5.1.4. This is how the user can be notified when the 
trigger is activated. 

 

5.1.4 Properties > Trigger sub-tab (Add Application) 

Trigger applications can be added to device properties to specify actions when the trigger is 
activated. Options include: 

• email 

• sms 

• forward 

• push_ios 

• push_android 

• push_baidu 
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If there are no Applications for the Trigger: 

1. On the Triggers table listing, in the Applications column, click click to add applications. 

 

If the property has a trigger application, a table listing is shown below the trigger table 
list.  

2. To create another trigger application, in the Triggers table, click ADD. 

 

3. In the New Application dialog box, for Application drop-down, select the type of 
application to create. (The dialog box changes based on the selection as described 
below.) 
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Application drop-down = email 

 

o Enter Username (shown in the greeting of the notification message) 

o Enter Repeat Frequency of application (seconds between repeating this trigger 
application) 

o If the Select Contact? checkbox is selected, select a contact in the Contact drop-
down list (which includes available contacts from your Contact List) 

 

If this checkbox is not selected, in Email, enter the email address where information 
should be sent. 

 

o Enter Message – the message to be sent to the recipient. 

o Enter Email Template Id - if a template is available. 

o Enter Email Subject - the subject line of email. 

o Enter Email Body HTML – any HTML code needed. 

o Click OK. 
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Application drop-down = sms 

 

o Enter Username - which is used in the greeting of the notification message. 

o Enter Repeat Frequency of application - the seconds between the repeat of this 
trigger application. 

o If Select Contact? checkbox is selected, from the Contact drop-down, select a 
contact. (The list of available contacts from your Contact List) 

 

If the checkbox is not selected, enter the Country Code (phone country code) and 
Phone Number. 

 

o In Message, enter the message to be sent to the recipient. Note that SMS 
messages longer than 160 characters are split into two messages. 

NOTE Message length should be a maximum of 120 characters to 
allow for overhead (e.g. notification object name length is 20, 
etc.). 

o Click OK. 
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Application drop-down = forward 

 

o Enter Repeat Frequency of application - seconds between the repeat of this 
trigger application. 

o Enter Service name - name of the forwarding service. 

o Enter Service URL - URL to which notification should be sent. 

o Enter Username - login credentials to service URL if needed. 

o Enter Password - login credentials to service URL if needed. 

o Enter Context 

o Click OK. 

Application drop-down = push_ios 
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o Enter Repeat Frequency of application (seconds between the repeat of this 
trigger application. 

o On Contact drop-down - select the individual; see Contact List. 

o Enter Registration Id. 

o Enter Application Id. 

o Enter Message - message to be sent to the recipient – up to 4K characters. 

o Enter Sound File Name - sound to be played when message is received. 

o Enter Data - contextual information. 

o Click OK. 

Application drop-down = push_android 

 

o Enter Repeat Frequency of application (in seconds) 

o On Contact drop-down (select the individual – see Contact List) 

o Enter Registration Id. 

o Enter Message (message to be sent to the recipient – up to 4K characters) 

o Enter Sound File Name. (sound to be played when message is received) 

o Enter Data (contextual information) 

o Click OK. 



Ayla Developer Portal User’s Guide   

© 2021 Ayla Networks, Inc. Proprietary 37 
AY006UDP3-8/8.0/3-Jan-2021 

Application drop-down = push_baidu 

 

o Enter Repeat Frequency of application (in seconds) 

o In Contact drop-down list, select the individual – see Contact List. 

o In Application Id drop-down, select item. 

o Enter Channel Id. 

o Enter Message (message to be sent to the recipient – up to 4K characters) 

o Enter Title. 

o Click OK. 

5.1.5 Properties > Denied Role sub-tab 

Use this tab to review roles that restrict the user’s read or write permissions. The specified 
denied role restricts a user with this role from specific device operations. Denied roles are 
configured in Templates on the Ayla Customer Dashboard; search for “Templates Properties 
tab” in Ayla Dashboard Help on Ayla Connection. 

The Search function is interactive. As text is entered in the Search field, the table listing 
refreshes to show all matches with the entered characters. If there are no matches, the table 
listing is blank. To restore the full list, remove/delete the text in the search field. 

5.1.6 Properties > Datapoints sub-tab 

NOTE Datapoints can be created in the Ayla Customer Dashboard, not on the Ayla 
Developer Portal. Datapoints are read-only on this tab. For information on how 
to create datapoints, search for “datapoints” in Ayla Dashboard Help on Ayla 
Connection. 

On the device’s property, click the Datapoints sub-tab. 

https://connection.aylanetworks.com/s/ayla-documents
https://dashboard-dev.aylanetworks.com/sessions/new
https://connection.aylanetworks.com/s/ayla-documents
https://connection.aylanetworks.com/s/ayla-documents
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Table column description: 

o Created At Device (UTC) - The date/time that the datapoint was generated in the 
device. This is only used for batch datapoints generated for the device. 

o Created At Cloud (UTC) - The date/time that the datapoint was generated in the 
Ayla Cloud. 

o Updated At Cloud (UTC) - For file properties, this represents the date/time that 
the file is uploaded after the initial file property datapoint is created in the Ayla 
Cloud. For all other device property base types (boolean, integer, decimal, string, 
and message), the timestamp is the same as in the Created At Cloud (UTC) 
column. 

o Fetched At – If you click the mark as fetched link and confirm this datapoint as 
fetched (completed), the time the datapoint was marked as fetched is shown in 
this column. 

o Value – The value of the property datapoint. For example, for a file property 
datapoint, this is a location URL. 

o Metadata - This is information used by customer. 

o Echo  - The options are: False/True. 

To only show a limited number of datapoints: 

1. In Limit field, enter the number of datapoints to be displayed in the table listing. 

2. Click REFRESH. 

You may also use the Search function, which is interactive. As text is entered in the Search 
field, the table listing refreshes to show all matches with the entered characters. If there are 
no matches, the table listing is blank. To restore the full list, remove/delete the text in the 
search field. 

5.1.7 Properties > Retention sub-tab 

You can review the details of your data retention policy for device properties. This is the 
length of time that the property data is saved (the default is 90 days). Refer to the following 
example: 
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The retention setting is configured in the Ayla Customer Dashboard, not on the Ayla 
Developer Portal. For information on how to do this, search for “retention tab” in Ayla 
Dashboard Help on Ayla Connection. 

5.2 Properties tab (Edit/Delete Options) 

From the Properties tab, you can edit and delete the following configurations: 

• The current value for properties (edit only) 

• Triggers sub-tab, which includes trigger applications (edit and delete) 

This section describes these editing and deleting capabilities. 

5.2.1 Properties > Change Current Value 

From the Developer Portal, you can change the current value for a property. To do this, click 
the current value in the table listing of the Properties page, as shown below: 

 

Then, make your changes in the dialog box that displays, as shown below: 

 

https://dashboard-dev.aylanetworks.com/sessions/new
https://connection.aylanetworks.com/s/ayla-documents
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5.2.2 Properties > Trigger sub-tab (Edit Triggers) 

1. On the Triggers sub-tab, click the trigger name in the table listing, as shown below. 

 

2. In the dialog box for the trigger (shown below), edit the fields as follows: 

 

o Name (name of the property trigger). 

o Active checkbox 

 Select (if schedule template is active) 
 Unselect (if schedule template is inactive) 

o Type drop-down (change as needed) – options are: 

 Always 
 compare_absolute 
 on_change 

3. If you make any changes, click OK. 
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5.2.3 Properties > Trigger sub-tab (Delete Triggers) 

1. In the Triggers table listing, select the trigger to delete, and click DELETE. 

 

2. In the Confirmation dialog box, click OK. 

 

5.2.4 Properties > Triggers sub-tab (Edit Applications) 

In the Triggers table listing, click the name of the trigger for the application you wish to edit 
(shown below).  

 

Click the application, such as email, to open the dialog box in which you edit the parameters. 
The remainder of this section explains how to edit each trigger application. 
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Trigger Applications – email 

When you click the email application, the following dialog box opens:  

 

Edit these fields as needed: 

o Username (which is also the greeting in the notification message) 

o Repeat Frequency 

o Select Contact checkbox  

If selected, the Contacts drop-down displays (as shown below): 

 

If unselected, the Email displays (as shown below): 

 

o Message 

o Email Template Id 

o Email Subject 

o Email Body HTML 

If you make any changes, click OK. 
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Trigger Applications – sms 

When you click the sms application, the following dialog box opens:  

 

Edit these fields as needed: 

o Username (which is also the greeting in the notification message) 
o Repeat Frequency 
o Registration ID 

o Select Contact? checkbox –When selected, click a contact name in the Contact 
drop-down list (as shown below), which includes all of the contacts from your 
Contact List.) 

 

If the Select Contact? checkbox is not selected, click the appropriate information 
Country Code and Phone Number the respective drop-down lists. 

 

o Message - This is the message to be sent to the recipient – SMS messages longer 
than 160 are split into two messages. 

NOTE The message length should be maximum of 120 characters to allow 
for overhead (i.e, notification object name length is 20, etc.). 

If you make any changes, click OK. 
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Trigger Applications – push_ios 

When you click the push_ios application, the following dialog box opens:  

 

Edit these fields as needed: 

o Repeat Frequency 

o Registration Id 

o Application Id 

o Message (can be up to 4K characters) 

o Sound File Name 

o Data (contextual information) 

If you make any changes, click OK. 

Trigger Applications – push_android 

When you click the push_android application, the following dialog box opens: 

 

Edit these fields as needed: 
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o Repeat Frequency 

o Registration Id 

o Message (can be up to 4K characters) 

o Sound File Name 

o Data (contextual information) 

If you make any changes, click OK. 

Type drop-down = push_baidu 

When you click the push_baidu application, the following dialog box opens: 

 

Edit these fields as needed: 

o Nickname - This should be a user-friendly name. 

o Message – This message is sent to the recipient – allows a maximum of 4000 
characters. 

o On Application Id drop-down (select item) 

o Channel Id 

o Title – This is the title of the notification sent to user. 

Click OK to save changes. 
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5.2.5 Properties > Triggers sub-tab (Delete Applications) 

1. In the Application table listing of the selected trigger’s page, select the application to 
delete, and then click DELETE. (Refer to the following example.) 

 

2. On the Confirmation dialog box, click OK. 

 

5.3 Details tab 

The Details page displays information associated with the device.  

1. To get to the Details page, click the device in the table listing on the DEVICES page. 

2. Click the Details tab. 
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On the Details tab, the following fields can be edited: 

o Product Name (user-friendly name) 

o Registration Type drop-down: 

 Same-LAN 

 Button-Push 

 AP-Mode 

 Display 

 DSN 

 None (no registration needed for this device) 

o Enable Logging checkbox (select to log details, unselect to not log details) 

3. If any changes, click OK.  

For SETUP MODE button, see Setup Mode. 

For UNREGISTER button, see Unregister. 
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5.4 Module Image tab 

Module images are actual firmware on the Ayla modules. To open the Module Image page, , 
click the device in the table listing on the DEVICES page, and then click the Module Image tab. 

 

NOTE The Search function is interactive. As text is entered in the Search field, the table 
listing refreshes to show all matches with the entered characters. 

If there are no matches, the table listing is blank. 

To restore the full list, remove/delete the search field text. 

This screen displays the images that available. 

5.5 Host Image 

Host images are deployed and communicate directly with Ayla-enabled Wi-Fi modules. To 
open the Host Image page, click the device in the table listing on the DEVICES page, and then 
click the Host Image tab. 

 

NOTE The Search function is interactive. As text is entered in the Search field, the table 
listing refreshes to show all matches with the entered characters. 

If there are no matches, the table listing is blank. 

To restore the full list, remove/delete the search field text. 
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5.5.1 Add a Host Image 

1. Click ADD  on the Host Image tab. 

 

2. In the New Host Image dialog box, enter the details: 

o SW Version (this is the software version of the image) 

o Min SW Version (the minimum software version to be able to upgrade a host 
image) 

o Description (details on the host image) 

3. Click OK. 

5.5.2 Edit Host Image 

1. In the Available Images table listing, click the module. This shows the New Host Image 
dialog box. (Notice that the fields are filled in.) 

 

2. Edit the fields with any new information. 

3. Click OK. 
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5.6 Notifications 

The Notifications tab is a table listing of all notification types and their details. Ayla allows 
proactive Ayla customer- and user-defined alerts (i.e. email, SMS, push) with dynamic data in 
the notifications. To view this tab (shown below), on the Device table listing, click the device 
in the table listing on the DEVICES page, and then click the Notifications tab. 

 

NOTE The Search function is interactive. As text is entered in the Search field, the table 
listing refreshes to show all matches with the entered characters. 

If there are no matches, the table listing is blank. 

To restore the full list, remove/delete the search field text. 

5.6.1 Add Notifications 

1. Click ADD  on the Notifications tab. 

2. In the New Notification dialog box, select the type of notification in the Type drop-down: 

 

3. Depending on the notification type, enter the remaining information required: 

o on_connect (the notification is sent when device is connected) 

 Enter Service URL (URL to which notification should be sent) 

 Enter Username (login credentials to service URL – if needed) 

 Enter Password (login credentials to service URL – if needed) 
 Click OK. 
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o ip_change (notification when IP address changes) 

 Enter Service URL (URL to which notification should be sent) 

 Enter Username (login credentials to service URL – if needed) 

 Enter Password (login credentials to service URL – if needed) 
 Click OK. 

o on_connection_lost 

 Enter Threshold (in seconds) (length of time required for the 
condition before the notification is activated, must be >= 300) 

 Click OK. 

o on_connection_restore (notification when device recovers connection) 

 Enter Threshold (in seconds) (length of time required for the 
condition before the notification is activated, must be >= 300) 

 Click OK. 

The new notification is listed on the Notifications table. 

5.6.2 Review/Edit Notifications 

1. On the Notifications table listing, click the notification type. 

 

2. On the Edit Notification page, change the parameters as needed. 

 

3. If changed, click OK. 
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5.6.3 Add an Application to Notification 

Applications are used to inform you of changes to a notification. One or more applications 
can be added to a notification: 

1. On the Edit Notifications page, Applications table, click ADD . 

 

2. On the New Application dialog box, Type drop-down, select the application. 

 

3. Enter the details for each type of Application as described below:  
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Type drop-down = email 

 

1. Enter Nickname (user-friendly name) 

2. Enter Username (greeting in the notification message) 

3. For Select Contact? Checkbox: 

If the Select Contact? checkbox is selected, the name of the contact from the Contact 
drop-down list, which provides all available contacts from your Contact List. 

 

If the Select Contact? checkbox is not selected, in Email, enter the email address to 
which this information should be sent. 

 

4. Enter Message (message to be sent to the recipient) 

5. Enter Email Template Id (if a template is available) 

6. Enter Email Subject (subject line of email) 

7. Enter Email Body HTML (use HTML code as needed) 

8. Click OK. 
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Type drop-down = sms 

 

1. Enter Nickname (user-friendly name for the application). 

2. Enter Username (greeting in the notification message) 

3. On Select Contact checkbox 

If the Select Contact? checkbox is selected, the name of the contact from the Contact 
drop-down list, which provides all available contacts from your Contact List. 

 

If the Select Contact? checkbox is not selected, enter phone country code associated 
with this application in Country Code and then in Phone Number, enter a phone 
number of whom to contact with regard to this application. 

 

4. Enter Phone Number (phone number to contact) 

5. Enter Message (message to be sent to the recipient) 

NOTE The length of the message should be maximum of 120 
characters to allow for overhead (i.e, notification object 
name length is 20, etc.). SMS messages longer than 160 
are split into two messages. 

6. Click OK. 
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Type drop-down = push_ios 

 

1. Enter Nickname (user-friendly name) 

2. Enter Registration Id 

3. Enter Application Id 

4. Enter Message (message to be sent to the recipient – up to 4K characters) 

5. Enter Sound File Name (sound to be played when message is received) 

6. Enter Data (contextual information) 

7. Click OK 

Type drop-down = push_android 

 

1. Enter Nickname (user-friendly name) 
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2. Enter Registration Id 

3. Enter Message (message to be sent to the recipient – up to 4K characters) 

4. Enter Sound File Name. (sound to be played when message is received) 

5. Enter Data (contextual information) 

6. Click OK 

Type drop-down = push_android_fcm (Firebase Cloud Messaging) 

 

1. Enter Nickname (user-friendly name) 

2. Enter Registration Id 

3. Enter Message (message to be sent to the recipient – up to 4K characters) 

4. Enter Sound File Name. (sound to be played when message is received) 

5. Enter Data (contextual information) 

6. Click OK 
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Type drop-down = push_baidu 

 

1. Enter Nickname (user-friendly name) 

2. Enter Message (message to be sent to the recipient, which can be a maximum of 4000 
characters) 

3. On Application Id drop-down (select item) 

4. Enter Channel Id 

5. Enter Title (title of the notification sent to user) 

6. Click OK. 
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5.6.4 Review/Edit Notification Application 

Type drop-down – email 

1. On the Type drop-down, select email. 

 

Editable fields are: 

o Username (greeting in the notification message) 

o Nickname 

o Select Contact checkbox (if selected, Email field replaced with Contacts drop-
down) 

o Email (if Select Contact checkbox selected, this is replaced with Contact drop-
down) 

o Message (message to be sent) 

o Email Template Id 

o Email Subject 

o Email Body HTML 

2. If any changes, click OK. 



Ayla Developer Portal User’s Guide   

© 2021 Ayla Networks, Inc. Proprietary 59 
AY006UDP3-8/8.0/3-Jan-2021 

Type drop-down – sms 

1. On the Type drop-down, select sms. 

 

Editable fields are: 

o Nickname 
o Username (greeting in the notification message) 
If the Select Contact? checkbox is selected, the name of the contact from the 
Contact drop-down list, which provides all available contacts from your Contact List. 

 

If the Select Contact? checkbox is not selected, enter phone country code 
associated with this application in Country Code and then in Phone Number, enter 
a phone number of whom to contact with regard to this application. 

 

o Message (message to be sent to the recipient – sms messages longer than 160 is 
split into two messages) 

NOTE Message length should be maximum of 120 characters to 
allow for overhead (i.e, notification object name length is 
20, etc.). 

2. If any changes, click OK. 
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Type drop-down – push_ios 

1. On the Type drop-down, select push_ios. 

 

Editable fields are: 

o Nickname 

o Registration Id 

o Application Id 

o Message (up to 4K characters) 

o Sound File Name 

o Data (contextual information) 

2. If any changes, click OK. 
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Type drop-down – push_android 

1. In the Type drop-down list, select push_android. 

 

Editable fields are: 

o Nickname 

o Registration Id 

o Message (up to 4K characters) 

o Sound File Name 

o Data (contextual information) 

2. If any changes, click OK. 

Type drop-down – push_android_fcm (Firebase Cloud Messaging) 

1. On the Type drop-down, select push_android_fcm. 
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Editable fields are: 

o Nickname 

o Registration Id 

o Message (up to 4K characters) 

o Sound File Name 

o Data (contextual information) 

2. If any changes, click OK. 

Type drop-down – push_baidu 

1. On the Type drop-down, select push_baidu. 

 

Edit the fields in this dialog box as follows: 

o Nickname 

o Message (up to 4K characters) 

o Application Id drop-down 

o Channel Id 

o Title 

2. If any changes, click OK. 
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5.6.5 Delete Notification 

1. On the Notifications table listing, select the notification to delete. 

 

2. Click DELETE . 

3. On the Confirmation dialog box, click OK. 

 

5.7 LAN 

LAN (Local Area Network) provides local communications between applications and devices 
when they are both on the same Wi-Fi network. To open the LAN page, click the device in the 
table listing on the DEVICES page, and then click the LAN tab. 

 

1. Edit the details for LAN as follows: 

• Enabled checkbox: 

Selected (LAN is enabled for the device) 
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Unselected (LAN not enabled) 

• Auto-sync checkbox: 

Selected (automatically sync variables on reconnect) 

Unselected (no syncing) 

• Enter Keep Alive value (how often the mobile app sends a heartbeat to the 
module and keeps the session alive when the connection is idle) 

• Enter Lifetime value (the number of seconds the unique LAN-paring keys are valid) 
The default is 15552000 (180 days). 

2. Click OK. 

5.8 Schedules 

Schedules are used to manage device activity. To configure schedules, click the device in the 
table listing on the Devices page, and then click the Schedules tab. 

 

NOTE The Search function is interactive. As text is entered in the Search field, the table 
listing refreshes to show all matches with the entered characters. 

If there are no matches, the table listing is blank. 

To restore the full list, delete any text in the Search field. 

If your device and its firmware version support the ability to execute schedules based on 
sunrise and sunset settings, you can configure local sunrise and sunset times in Ayla 
schedules. This is only available, however, when creating schedules for templates with 
private visibility. The visibility setting is configured when you create or clone an Ayla 
template, as explained in Section 8.0. For the devices that support sunrise and sunset 
settings, you need to enable the Sunrise/Sunset option (shown in the example below): 
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• When you are creating a new template, refer to Section 8.1.2 for information on how 
to enable this option. Once you enable the option, you can configure local sunrise 
and sunset times in every schedule you create for that template.  

• When you are adding a new schedule (as described in the next section (5.8.1), you 
must first edit the template to enable the Sunrise/Sunset option; refer to Section 
8.2.4 to do this. 

 

5.8.1 Add New Schedule 

1. On the device Schedules tab, click ADD  to open the New Schedule dialog box. 

2. Enter the details on the Settings tab as described below. In the following example, 
notice the drop-down for Start Time Each Day and End Time Each Day, which is where 
you configure the local sunrise or sunset setting. If you did not enable the 
Sunrise/Sunset option for the template associated with this device, these drop-down are 
not available; refer to Section 8.2.4 to enable this option. 

 



  Ayla Developer Portal User’s Guide 

© 2021 Ayla Networks, Inc. Proprietary 66 
AY006UDP3-8/8.0/3-Jan-2021 

o Name - name of the schedule, which must match the schedule name on the host 
application of the device. 

o Display Name - user-friendly name for the schedule. 

o Direction – can be either: 

 To Device – if the schedule is sent to the device. 

 From Device – if the schedule is sent from the device. 

o Start Date - the date that the schedule should be executed. 

o End Date - the date that the schedule should be stopped. 

o Start Time Each Day - the time that a scheduled event is started each day that 
the schedule is active. For private templates, you can edit this field as follows: 

 Click in the field to select the desired start time; refer to the following: 

 

 Click the drop-down at the end of the field to select the sunrise or sunset 
option, as shown below: 

 

• If you selected Sunrise or Sunset, click in the Start Time Each Day 
field to open the settings for an offset time to run the schedule a 
specific number of hours/minutes before or after sunrise or 
sunset. Refer to the example below: 

 

1. Select Before or After to specify before or after sunrise or 
sunset. 

2. Select the up or down arrows to enter the time in hours/ 
minutes to start the schedule before or after sunrise or 
sunset. 
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o End Time Each Day - the time to stop the scheduled event for each day that the 
schedule is active. 

 Click in the field to select the desired end time; refer to the following: 

 

 Click the drop-down at the end of the field to select the sunrise or sunset 
option, as shown below: 

 

• If you selected Sunrise or Sunset, click in the field to configure 
an offset time to run the schedule a specific number of 
hours/minutes before or after sunrise or sunset. Refer to the 
example below: 

 

1. Select Before or After to specify before or after sunrise or 
sunset. 

2. Select the up or down arrows to enter the time in hours/ 
minutes to start the schedule before or after sunrise or 
sunset. 

o Ignore Threshold – the amount of time (in seconds) that can pass before the 
scheduled action is ignored if the schedule did not execute this action at the 
specified time. 

o Duration (in seconds) – the length of time that the schedule should be active. 

o Interval (in seconds) – the time between consecutive scheduled events. 

o UTC checkbox 

 If selected, UTC (Coordinated Universal Time) is used. 
 If unselected, local time is used. 
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o Fixed Actions checkbox 

 If selected, you cannot add new actions to the schedule. This means that the 
updateSchedule call from the mobile application has reduced 
functionality when the Fixed Actions checkbox is selected. We recommend 
selecting this checkbox for schedules that are not intended to support 
significant customization by the end user. 

 If unselected, you can add new actions to the schedule. 

o Active checkbox 

 If selected, the schedule is active. 
 If unselected, the schedule is inactive. 

o Days of Week: - specific days that the schedule is active. 

o Months of Year: - specific months that the schedule is active. 

o Occurrence in Month: - how many times the schedule occurs each month. This 
applies to the day of the week that the schedule is executed, e.g. the first and 
second Monday. 

3. Click the Advanced tab: 

 

o Days of Week - select/unselect days as needed (described in step 2). 

o Months of Year - select/unselect months as needed (described in step 2). 

o Days of Month - select/unselect days as needed (described in step 2). 

o Occurrence in Month - select/unselect as needed (described in step 2). 

4. Click the Settings tab, and then click OK to add this new schedule to table listing on the 
Schedules tab. 

5.8.2 Add Actions to a Schedule 

After a schedule is created, actions taken on device properties (datapoints) can be created. 

1. In the Schedule table listing, click a schedule. 
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2. On the Schedule page, click the Actions tab. 

 

NOTE The Search function is interactive. As text is entered in the Search field, the table 
listing refreshes to show all matches with the entered characters. 

If there are no matches, the table listing is blank. 

To restore the full list, delete any text in the Search field. 

3. Click ADD  to open the New Schedule Action dialog box: 

 

4. On Name drop-down, select the property (datapoint) to specify the scheduled action. 
(Type is automatically populated based on the property selected in the Name field.) 

5. For Action Executes, select one of the following options to specify when to execute the 
scheduled action: 

o In Range – the action executes on property within the defined range between 
Start Time Each Day and End Time Each Day settings. This selection provides the 
highest confidence level that the action will execute regardless of external 
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factors causing a schedule to start at time other than that specified for Start Time 
Each Day. 

o At Start – the action executes on the property based on Start Time Each Day 
setting. 

o At End - the action executes on the property based on End Time Each Day 
setting. 

6. For Value, enter a value for the property (selected in the Name field), which is used 
when the schedule executes the action. 

7. Active checkbox: 

o Select to set the intended scheduled action to execute. 

o Unselect when the scheduled action is inactive. 

8. Click OK to create a new scheduled action. 

5.8.3 Edit Schedule and Actions 

A schedule has associated Actions that control various datapoints. 

1. On the table listing, click the schedule you wish to edit. 

2. Edit the information on the Details tab (described below): 

 

o Name – the name of the schedule, which must match the schedule name on the 
host application of the device. 

o Direction drop-down: 

 To Device – if the schedule is sent to the device. 
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 From Device – if the schedule is sent from the device. 

o Start Time Each Day - the time that a scheduled event is started each day that 
the schedule is active. For private templates, you can edit this field as follows: 

 Click in the field to select the desired start time; refer to the following: 

 

 Click the drop-down at the end of the field to select the sunrise or sunset 
option, as shown below: 

 

• If you selected Sunrise or Sunset, click in the Start Time Each Day 
field to open the settings for an offset time to run the schedule a 
specific number of hours/minutes before or after sunrise or 
sunset. Refer to the example below: 

 

1. Select Before or After to specify before or after sunrise or 
sunset. 

2. Select the up or down arrows to enter the time in hours/ 
minutes to start the schedule before or after sunrise or 
sunset. 

o End Time Each Day - the time to stop the scheduled event for each day that the 
schedule is active. 

 Click in the field to select the desired end time; refer to the following: 
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 Click the drop-down at the end of the field to select the sunrise or sunset 
option, as shown below: 

 

• If you selected Sunrise or Sunset, click in the field to configure 
an offset time to run the schedule a specific number of 
hours/minutes before or after sunrise or sunset. Refer to the 
example below: 

 

1. Select Before or After to specify before or after sunrise or 
sunset. 

2. Select the up or down arrows to enter the time in hours/ 
minutes to start the schedule before or after sunrise or 
sunset. 

o Ignore Threshold - the amount of time (in seconds) that can pass before the 
scheduled action is ignored if the schedule did not execute this action at the 
specified time. 

o Duration (in seconds) – the length of time that the schedule should be active. 

o Interval (in seconds) - the time between consecutive scheduled events. 

o UTC checkbox 

 If selected, UTC (Coordinated Universal Time) is used. 
 If unselected, local time is used. 

o Fixed Actions checkbox 

 If selected, you cannot add new actions to the schedule. This means that 
the updateSchedule call from the mobile application has reduced 
functionality when the Fixed Actions checkbox is selected. We recommend 
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selecting this checkbox for schedules that are not intended to support 
significant customization by the end user. 

 If unselected, you can add new actions to the schedule. 

o Active checkbox 

 If selected, the schedule is active. 

 If unselected, the schedule is inactive. 

o Days of Week: - specific days that the schedule is active. 

o Months of Year: - specific months that the schedule is active. 

o Occurrence in Month: - how many times the schedule occurs each month. This 
applies to the day of the week that the schedule is executed, e.g. the first and 
second Monday. 

3. Click the Advanced tab and select or unselect any of the checkboxes (as needed). 

 

4. Click the Actions tab, and then click the action that requires changes. 
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NOTE The Search function is interactive. As text is entered in the Search field, the table 
listing refreshes to show all matches with the entered characters. 

If there are no matches, the table listing is blank. 

To restore the full list, delete any text in the Search field. 

5. On the Edit Schedule Action dialog box, change the fields as desired: 

 

o Name - the property (datapoint) to specify the scheduled action. (The Type field 
is automatically populated based on the property selected in the Name field.) 

o Action Executes  - options that specify when to execute the scheduled action: 

 In Range – the action executes on property within the defined range 
between Start Time Each Day and End Time Each Day settings. This 
selection provides the highest confidence level that the action will execute 
regardless of external factors causing a schedule to start at time other than 
that specified for Start Time Each Day 

 At Start – the action executes on the property based on Start Time Each 
Day setting. 

 At End - the action executes on the property based on End Time Each Day 
setting. 

o Value - for the selected property, which is used when the schedule executes the 
action. 

o Active checkbox 

 Select to set the intended scheduled action to execute. 

 Unselect when the scheduled action is inactive. 

6. When done, click OK. 

7. To save changes, click OK on the Settings tab. 
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5.8.4 Delete Schedule 

1. On the device Schedules table listing, click the schedule to delete. 

 

2. Click DELETE . 

3. In the Confirmation dialog box, click OK. 

 

5.9 Time Zone 

You can see and change the time zone assigned to the device on the Time Zone page. To 
open this page, click the device in the table listing on the DEVICES page, and then click the 
Time Zone tab. 

 

To change the time zone: 

1. Click the Time Zone drop-down. 



  Ayla Developer Portal User’s Guide 

© 2021 Ayla Networks, Inc. Proprietary 76 
AY006UDP3-8/8.0/3-Jan-2021 

 

2. Click the correct time zone for the device location. 

5.10 Template 

A template is a group of properties (i.e. module name, OEM ID, Ayla registration type, etc.)  
applied to the device in the Ayla Cloud. Templates are associated with the device by the Ayla 
Device Service during the Wi-Fi Set-up process for onboarding devices. The Template page 
gives you the name of the template currently associated with this device. On the Template 
page, you can re-associate a new template with the device. 

To open the Template page, click the device in the table listing of the DEVICES page, and then 
click the Template tab. 

 

 

To associate a different template with the device: 

1. Select a new template from the Templates drop-down list. 

2. Click REASSOCIATE. 
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5.11 Roles 

Roles specify the access levels a user has to the views and functions in the Ayla Developer 
Portal and the Ayla Customer Dashboard. All users have access to devices registered to their 
account. The roles and tasks users can perform are dependent on the assigned role.  

NOTE For more information on Roles, refer to Ayla Dashboard Help on Ayla 
Connection. 

You can add roles from the Roles tab. On the DEVICES page, click the device for which you 
wish to add a role: 

 

NOTE The Search function is interactive. As text is entered in the Search field, the table 
listing refreshes to show all matches with the entered characters. 

If there are no matches, the table listing is blank. 

To restore the full list, remove/delete the search field text. 

5.11.1 Add Roles 

1. On the ROLES page, click ADD  to open the New Role Label dialog box. 

 

2. Click the Enable Role Name drop-down list, and select the role. 

 

https://connection.aylanetworks.com/s/ayla-documents
https://connection.aylanetworks.com/s/ayla-documents
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4. In Description, enter a short description of the role, which is displayed near the role 
name in the table listing on the ROLES page. 

5. Click OK. 

5.11.2 Review/Edit Role 

1. On the ROLES page, click the role in the table listing. 

 

2. In the Edit Role Label dialog box, make changes (as needed) to Description. 

 

3. When done, click OK. 

5.11.3 Delete Roles 

1. On the ROLES page, click the name of the role in the table listing. 

 

2. Click DELETE . 

3. In the Confirmation dialog box, click OK. 
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5.12 Location 

The Location tab is where you enter specific information to track the geographic location of 
your device. The device is located based on latitude and longitude, which is derived from the 
IP address of the device. To open the Location page, on the DEVICES page, click the device 
that you wish to locate, and then click the Location tab. 

 

To set the device location: 

1. Enter Latitude value. 

2. Enter Longitude value. 

3. Click OK. 

 

 

  



  Ayla Developer Portal User’s Guide 

© 2021 Ayla Networks, Inc. Proprietary 80 
AY006UDP3-8/8.0/3-Jan-2021 

6 Rules 

The Ayla Developer Portal provides tools to create and apply rules and decision logic to 
devices for development and testing purposes. Rules can be configured for devices using the 
RULES page. To access this page, click the Rules tab on the main page of the portal. 

 

NOTE The Search function is interactive. As text is entered in the Search field, the table 
listing refreshes to show all matches with the entered characters. 

If there are no matches, the table listing is blank. 

To restore the full list, remove/delete the search field text. 

6.1 Create a New Rule 

1. On the RULES page, click ADD, as shown below. 

 

2. In the New Rule dialog box, click the Condition tab and edit the fields as follows: 

o Select the device in the Device drop-down list. 
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o Select the property from the Condition drop-down list. 

 

o Select the comparison operator in the second Condition drop-down list. 

 

o Enter the value in the third Condition drop-down list. 
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o Click NEXT. 

4. On the Action Then tab, enter the following information: 

o In the Device drop-down , select the device. 

o In the Property drop-down, select the property. 

o In the Property value textbox, enter the value. 

o Click NEXT. 

5. On the Details tab: 

o Select or unselect Enabled checkbox: 

When Enabled, the rule is active on the device. 

When Disabled, the rule is not active on the device. 

o In Name, enter a name for the rule. 

o In Description, enter a brief description of the rule for the Rule table listing) 

6. Click OK. 

NOTE When OK is clicked, a validation check is made on the rule. If acceptable, the rule 
is displayed in the Rule table listing. If not, an error dialog displays. See Error 
Handling below. 

6.1.1 Error Handling 

An error condition displays if there are any problems with the rule configuration, as shown 
below. 

 

To correct the error: 

1. Adjust the information entered on the Condition tab and/or the Action Then tab. 

2. When done, on Details tab, click OK.  

If the error conditions are fixed, the rule is accepted. If not, make the necessary adjustments 
until the rule conditions are acceptable. 
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6.2 Review/Edit Rule Details 

1. In the Rules table listing, click the Name of the rule to be reviewed/edited. This displays 
the Edit Rule dialog box. 

 

2. On Settings tab, make changes, as needed. 

3. On Input Feed tab, make changes, as needed. 

 

4. On Output Feed tab, make changes, as needed. 

 

5. Click OK. 
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6.3 Delete Rule 

1. In Rules table listing, click on the row to select the rule to delete. 

 

2. Click the DELETE button. 

 

3. On the Confirmation dialog box, click OK. 
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7 Groups 

You can create groups of devices for easier control and testing of a number of devices. To do 
this, click the Groups tab on the main page of the portal. 

 

NOTE The Search function is interactive. As text is entered in the Search field, the table 
listing refreshes to show all matches with the entered characters. 

If there are no matches, the table listing is blank. 

To restore the full list, remove/delete the search field text. 

7.1 Create a New Group 

1. On the Groups page, click ADD to open the New Group dialog box. 

2. In this dialog box, enter a name for the group in the Name field. 

 

3. In Available Devices list, click each device to add to the Selected Devices list. 

4. When done, click OK. 

The new group is added to the Groups table listing. 
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7.2 Review/Edit Group Details 

You can edit the groups as follows: 

1. On the Groups table listing, click the group name. 

 

NOTE The Search function is interactive. As text is entered in the Search field, the table 
listing refreshes to show all matches with the entered characters. 

If there are no matches, the table listing is blank. 

To restore the full list, remove/delete the search field text. 

2. To adjust the selected devices: 

o To add a device to the Selected Devices, click the device in Available Devices 
list. 

o To remove devices, in Selected Devices, click the device. 

o When done, click OK. 
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3. On the Properties tab, in Available Devices, click the device to move to Selected 
Devices. Any properties are shown in the Properties table listing. 

 

4. In Current Value column, click the click to update link to open the Property dialog box. 

 

o Enter New Value. 

o If changed, click OK. 
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7.3 Delete Group 

1. In Groups table listing, select the group to delete. 

 

2. Click DELETE . 

3. On the Confirmation dialog box, click OK. 
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8 Templates 

A template is a group of properties applied to a device in the Ayla Cloud. Essentially, the 
template is an abstraction of a device in the Ayla Cloud. The template properties define the 
functionality of the device and consequently how the end-user experiences the product 
features.  On the Ayla Customer Dashboard, Ayla customers can create schedules and 
triggers with notifications for template properties and enable LAN mode in the template for 
a device. For information on how to do this, search for Templates in Ayla Dashboard Help on 
Ayla Connection. 

 

NOTE The Search function is interactive. As text is entered in the Search field, the table 
listing refreshes to show all matches with the text entered. 

If there are no matches, the table listing is blank. 

To restore the full list, remove/delete all text in the Search field. 

Because templates contain a pre-configured set of properties and functions, the template 
saves development time for similar devices. Templates have the following visibility: 

• Public, - available to all users. 

• Private - can only be viewed by the user who entered the template. 

• OEM - can only be viewed by users with an OEM assigned role. 

The process of applying template settings to the Ayla device is called template association. A 
template is specifically defined for each OEM model; therefore, a template can only be 
associated with one OEM model. The template and device are also associated with the Ayla 
Cloud, so that the Ayla services know the properties that the device has available. Template 
versioning is also controlled in the Ayla Cloud. You can re-associate a template; however, this 
process works across template versions only, not across OEM models. 

https://dashboard-dev.aylanetworks.com/sessions/new
https://connection.aylanetworks.com/s/ayla-documents
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A template property list can be exported using the Export function. Properties can also be 
pushed with an app. These properties can be imported into another template using the 
Import function. The process of cloning a template also keeps the same properties as the 
original template. 

On the Ayla Customer Dashboard, you can modify trigger apps, device notifications, 
notification apps, and a default product name. For information on how to do this, search for 
any of these functions in Ayla Dashboard Help on Ayla Connection. 

This section provides information on managing (clone, add, delete) and reviewing templates. 
You can edit templates on the Ayla Customer Dashboard; for information on how to do this, 
search for “Templates” in Ayla Dashboard Help on Ayla Connection. Following are some 
important details on template properties and naming conventions. 

Template Properties 

Templates can contain:  

• Module name 

• Your OEM ID 

• Template version number 

• Collection of properties (shared global variables) 

• Triggers to enable specific responses to specified events, for example, sending a text 
message when thermostat reaches a specific temperature. 

• Schedules, which define when an action takes place, for example, the specific time to 
turn on a night light timer. 

• Registration type includes Same LAN, Button-Push, AP-Mode, Display, and DSN. 

NOTE Refer to Device Onboarding: Ayla Registration Methods on Ayla Connection for 
more information on the Ayla registration process. 

• Option to enable LAN mode, which is an optimization that reduces network latency. 

Template Naming Conventions 

Naming conventions are ASCII strings (up to 27 characters) with these conditions: 

• First character must be alphabetic 

• Upper- and lower-case letters 

• Numbers 

• Hyphens (-) 

• Underscores (_) 

• No spaces 

• No special characters 

https://dashboard-dev.aylanetworks.com/sessions/new
https://connection.aylanetworks.com/s/ayla-documents
https://dashboard-dev.aylanetworks.com/sessions/new
https://connection.aylanetworks.com/s/ayla-documents
https://connection.aylanetworks.com/s/ayla-documents
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8.1 Template Management 
8.1.1 Clone a Template 

You can clone a template to change its visibility to “Private” and thereby enable editing 
capabilities for the template.  

IMPORTANT! When cloned, the OEM model and OEM Host version for the target devices 
must be updated to trigger a new template association. 

To clone an existing template: 

1. In the TEMPLATES table listing, click anywhere in the row for the template you wish to 
clone, except in the Name column (that will open the Details tab for the template). 

2. At the lower right corner of the Templates tab, click the CLONE button (shown below). 

 

3. In the Clone Template dialog box (shown below), do the following: 

 

o Enter a Name. 

o On the Visibility drop-down, select: 

 private  if the template should only be visible to the user. 

 oem  if the template should be visible to all users. 

o In the Model field, enter the OEM Model. 

o In the Version field, enter the OEM host version. Or, to apply this template to all 
versions, enter an asterisk (*), as shown in the example above. 

4. Click OK to add this template to the table listing. 
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8.1.2 Add Template 

When creating a new “private” template, OEM users can configure schedules for local sunrise 
and sunset times if their device (and its firmware version) supports the ability to execute 
schedules based on sunrise/sunset settings. This option can be configured when adding a 
new template (see step 4 below) if the template is configured for private visibility (see step 2 
below).  

1. On the Templates tab, click ADD . 

2. In the New Template dialog box, click the Details tab, and enter the following 
information: 

 

o In the Visibility drop-down, click either: 

 private - if the template should only be visible to the user. 

NOTE You can only add new properties and configure sunrise and 
sunset times for new schedules for private templates. The 
sunrise/sunset configuration also requires that the device 
(with which this templated is associated) supports the 
ability to run schedules based on sunrise/sunset settings. 

 oem - if the template should be visible to all Ayla customers defined as OEMs 
in the portal. 

o For Name, enter a name for the template. 

o In Description, enter information about this template that will be useful to 
reference when viewing the details of the template in the future. 

o In the Registration Type drop-down, select your registration method: 
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 Same LAN, which is the default and most secure. This method requires the 
least modifications of the target hardware, and no displays or buttons are 
needed. When registering the mobile device, it must be on the same LAN as 
the device being registered. 

 Button-Push, which is secure, but requires a button on device to initiate the 
registration process. Once the button is pushed, the registration process 
must be completed within 2 minutes. 

 AP-Mode, which is considered the easiest method, but not as secure as most 
of the others. The method presents an AP to allow for device registration. 
The setup token is a key characteristic of this method. 

 Display, which is a relatively simple and fast process that uses a reg token 
(must be unique across all devices) to register the device. The only major 
requirements are that the reg token displays on the device and is entered 
properly on the mobile application. 

 DSN, which is the least secure because by simply knowing the DSN of the 
device, another user can complete the registration.  

 None, which is for Ayla customer registration only, and user registration is 
not required. 

NOTE Refer to Device Onboarding: Ayla Registration Methods on Ayla Connection for 
more information on the each method. 

o For Model, enter the device model. 

o For Product Name, enter the name of the product. 

o For Home Kit, enter the home kit serial number, if available. 

o For Tags, enter comma-separated metadata tags for this template. 

o For Product Class, enter the Ayla customer metadata or tag. 

o For Template Key, enter this key for virtual node devices. 

o For Version, enter the version number of this template. 

o In the Type drop-down, select one of the following settings: 

 Wifi  - used for black box solution (Ayla Wi-Fi Production Module) and white 
box end-point target solution (Ayla Integrated Agent). 

 Gateway - enables service to create child nodes.  If selected, choose the 
appropriate network layer option in the new drop-down: 

Zigbee 

Generic 

 Cluster – defines the template for multiple nodes. 

 Node 

https://connection.aylanetworks.com/s/ayla-documents
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o When done, click OK. 

3. In the New Template dialog box, click the LAN tab (shown below). 

 

Complete the fields as follows: 

o Select the Enabled checkbox to enable LAN mode for the associated device. 

If selected, the other fields are activated: 

 For Keep Alive, enter the value in seconds to specify how long to keep 
the session alive when the connection is idle. 

 For the Auto-sync, select the checkbox to auto-sync variables upon 
reconnection. 

 For Lifetime, enter the seconds for which unique LAN-paring keys are 
valid. 

4. If your device and its firmware version support the ability to execute schedules based on 
sunrise/sunset settings, and you wish to configure this setting for schedules that you will 
add to this template, click the Schedules tab (shown below). 

 

o Select the Sunrise/Sunset Supported checkbox. 

5. When done, click OK, and the new template is added to the table listing. 
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8.1.3 Delete Template 

1. In the TEMPLATES table listing, select a template. 

 

2. Click DELETE . 

3. On the Confirmation dialog box, click OK. 

 

8.2 Review/Edit Template Details 

On the Templates tab in the table listing, click the name of the template to review or edit. 
This opens the Details tab. You can only edit private templates. 

NOTE You can edit templates with OEM visibility on the Ayla Customer Dashboard; for 
information on how to do this, search for “Templates” in Ayla Dashboard Help on Ayla 
Connection. Templates with Public visibility cannot be edited.  

 

 

The remainder of Section 8.2 provides details on the tabs for the template you selected. 

https://dashboard-dev.aylanetworks.com/sessions/new
https://connection.aylanetworks.com/s/ayla-documents
https://connection.aylanetworks.com/s/ayla-documents
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8.2.1 Template > Details tab 

 

The information on this tab is as follows; you can only change or enter new information for 
private templates: 

• Visibility – the type of user permissions assigned to this template (OEM, Public, Private). 

• Name - the name given to the template 

• Template Key - for virtual node devices 

• Description – useful information about the template 

• Registration Type – the registration method for all devices associated with this 
template: 

o Same-LAN 
o Button-Push 
o AP-Mode 
o Display 
o DSN 
o None 

• Model - OEM model to which this template applies, or Cluster ID for a cluster template 

• Product Name – user-defined product name 

• Home Kit – the serial number of the Home Kit 

• Tags - metadata tags for this template 

• Product Class - Ayla customer metadata or tag 

• Version - the version number of this template 

• Type  - supported template types: 

o Wifi 
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o Gateway - If selected, a Gateway Type drop-down list displays, click the network 
option: 

 Zigbee 

 Generic 

o Cluster - If selected, a Cluster ID field displays, enter this information. 

o Node 
o Sensor 

If you make any changes for a private template, click OK. The OK button displays for private 
templates only, as shown below: 

 

8.2.2 Templates > LAN tab 

 

The information on this tab is as follows: 

• Enabled checkbox – When selected, LAN mode is enabled for the device associated with 
the template. 

• Keep Alive value in seconds – the UDP (User Datagram Protocol) keep alive beacon time 
is how often the mobile app sends a heartbeat to the module to keep the session active 
when the connection is idle. 
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• Auto-sync checkbox - This is selected to automatically sync variables on reconnection. 

• Lifetime value - This is how long in seconds that the unique LAN-paring keys are valid; 
on expiration, the device and the mobile app must reconnect to the cloud to obtain new 
LAN keys. 

NOTE For the LAN connection to function, the device and a mobile app must connect 
to the Ayla Cloud at least one time. The LAN connection requires an initial 
connection with the cloud to get the required LAN keys to function. 

If you make any changes for a private template, click OK. The OK button displays for private 
templates, as shown below: 

 

8.2.3 Templates > Properties Tab 

The Properties tab (shown below) enables you to export template properties and review 
details on each template property, including its triggers, denied roles, and retention setting.  

From this tab, you can also import and create properties for templates with private visibility. 

 

NOTE The Search function is interactive. As text is entered in the Search field, the table 
listing refreshes to show all matches with the entered characters. 

If there are no matches, the table listing is blank. 

To restore the full list, remove/delete the search field text. 
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Import Properties (for Private Templates Only) 

You can import properties for templates with Private visibility, as shown in the example 
below. 

 

1. In the Properties table listing, click IMPORT  to open the Import Properties 
dialog box. 

 

2. Click Browse to locate and select the file to import. 

3. Click IMPORT. 
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Export Properties 

1. In the Properties table listing, click EXPORT . 

2. The CSV file is saved to the Download folder, i.e., template-properties-2017-10-23-19-
04-46.csv. 

Add Property – Property type (for Private Templates) 

You can add properties for templates with Private visibility as follows: 

1. In the Properties table listing, click ADD. 

 

2. In the New Property dialog box (examples below), select either of the following two 
options in Property Type drop-down list: 

If you choose TemplateProperty for Property Type, the dialog box is as follows: 

 

Skip to Step 3 for instructions on entering details in these fields. 
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If you choose TemplateFeedProperty for Property Type, the following three additional 
fields display: 

 

o If you select Air Quality in the Feed Type drop-down, configure the additional 
fields as described below. This Feed Type connects to the device's air quality 
feed, enabling you to track, for example, pollution levels (PM2.5) for the device(s) 
in a particular location. 

a. Select the air quality parameter you wish to track in Feed Subtype drop-
down list; refer to the example below: 

 

b. Select the time frame for collecting the air quality information in the 
Data Feed Update Interval. 

 

c. Skip to Step 3 for instructions on entering details in the remaining 
property fields. 

o If you select Current weather in the Feed Type drop-down, configure the 
additional fields (shown in the following example) as described below. This Feed 
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Type connects to the device's weather feed, enabling you to track specific 
weather conditions, like humidity, for the device(s) in a particular location.  

 

a. Select the weather parameter in the Feed Subtype drop-down list; refer 
to the example below: 

 

The Sunrise Time and Sunset Time parameters enable you to update this 
property with the current weather in the location of the device(s) every 24 
hours based on either the sunrise or sunset time. The timezone of the 
sunrise or sunset is consistent with the local timezone of the device(s). 

b. Select the time frame for collecting the specific weather information in 
the Data Feed Update Interval drop-down list, shown below. Note that 
for all parameters, except Sunrise Time and Sunset time, the time 
parameters are 30 minutes, 1 hour, or 2 hours. 

 

When Sunrise Time or Sunset Time is selected, the only option for the 
Data Feed Update Interval is 1 day, as shown below: 
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3. For Name, enter a name that matches the property name of the host application on the 
device. 

NOTE Property name restrictions: maximum of 27 characters, Upper/lower case 
letters, numbers, hyphens, underscores. No spaces or special characters 
allowed. First character must be alphabetic. 

4. For Display name, enter a user-friendly property name to show on the Property table 
listing. 

5. For Comment, enter information that describes, for example, the use of the properties 
or the meaning of the datapoints.  

6. For Base Type, select a data type from the drop-down list: 

o integer (numeric value) 

o string (set of alphanumeric characters) 

NOTE When TemplateFeedProperty is selected for Property Type, you can only select 
string as the base type. 

o boolean (true or false) 

o decimal (decimal value – if TemplateFeedProperty is selected, this is the only option) 

o file (file to be attached as a property) 

o message (large strings with a maximum size of 512 KB) 

NOTE Notice that when you select "message," for the base type, the MIME Type field 
displays, as shown in the example below. A MIME type is a label used to identify 
a type of data so that it is handled accordingly.  

 

The data type selected is associated with this property. 

7. For MIME Type (if you selected “message” in step 6), select one of the following standard 
data interchange formats: 
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o application/json (lightweight, text-based, language-independent data interchange 
format) 

o application/octet-stream (binary file) 

o text/plain (plain text file) 

8. For Direction, select an option from the drop-down list: 

o To Device (information flows to the device) If TemplateFeedProperty is selected 
as the Property Type, To Device is the only Direction option. 

o From Device (information flows from the device) 

9. For Scope, select an option from the drop-down list: 

o user (all users can see the property) 

o oem (only customers defined as OEM in the portal can see the property) 

10. For the Host SW Version checkbox: 

o Select (if host software version affects this property) 

o Unselect (if host software version does not apply to this property) 

11. For the Track Only Changes checkbox: 

o Select (log only changes in the property state – if no change in value, no 
datapoint recorded) 

o Unselect (no log is kept of changes in the property state) 

12. For the Time Series checkbox: 

o Select (the service queues datapoints to the device if the device is disconnected) 
Upon connection, all datapoints are sent to the device. For From device to the 
service, the host MCU queues all data items. 

o Unselect (service ignores datapoints whether the device is connected or 
disconnected) 

13. For the Ack Enabled checkbox: 

o Select (service receives an acknowledgement when the property is updated and 
then sends an update to the device) The Direction field must be “To Device.” 

o Unselect (no acknowledgement sent when there are changes to the property) 

14. Click OK. 

Delete Property 

You can only delete properties for private templates. 

1. On the device Properties tab table listing, select the property to delete. 
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2. Click DELETE . 

3. On the Confirmation dialog box, click OK. 

 

 

Review/Edit the Property – Details sub-tab 

Click the property that you wish to edit or review to open the Details sub-tab (shown below). 
You can only edit a template with private visibility. 

 

Following are the fields to edit or review: 

• Name – the name given to the property when it was created. 
• Display name – a user-friendly name 
• Comment – free text that would be useful to include. 
• Base Type - drop-down options when creating include: 

o integer 
o string 
o boolean 
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o decimal 
o file 
o message 

NOTE Notice that when you select "message," for the base type, the MIME Type field 
displays, as shown in the example below. You can also edit this field. 

 

• Time Series checkbox:  

o Selected - if the device is disconnected, the service queues data points being 
sent to the device. On connection, all datapoints are sent to the device. From the 
device to the service, host MCU queues all data items. 

o Unselected - ignores datapoints whether device is connected or disconnected. 

• Ack Enabled checkbox 

o Selected - if Direction is To Device, the service receives an acknowledgment (ack) 
if property is updated and the update is sent to the device. 

o Unselected - no acknowledgment (ack) is sent when a property is changed. 

• Direction  - the setting that defines the direction this data is sent, e.g. To Device or From 
Device. 

• Scope - drop-down options when created: 

o user – the user can see the property. 

o oem – the users defined as OEM in the portal can see the property. 

• Host SW Version checkbox: 

o Selected  - users defined as OEM in the portal will track the host software 
version. 

o Unselected - users defined as OEM in the portal do not track the host software 
version. 

• Track Only Changes checkbox: 

o Selected - logs changes in the state of the property. If the value is the same, no 
datapoint is recorded. 

o Unselected - does not log changes in the state of the property. 

If you make any changes for a private template, click OK. The OK button displays for private 
templates, as shown below: 
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Review the Property – Triggers sub-tab 

Click the Triggers sub-tab (shown below). You can edit triggers from the Device tab. 

 

Review/Edit the Property – Denied Roles sub-tab 

Click the Denied Roles sub-tab (shown below). 

 

NOTE The Search function is interactive. As text is entered in the Search field, the table 
listing refreshes to show all matches with the entered characters. If there are no 
matches, the table listing is blank. 

To restore the full list, remove/delete the search field text. 

The information provided is as follows: 

o ID  - ID number assigned to the role when it was created. 

o Role  - the role with limited access. 

o Operation  - the access that was disabled: 
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 read (read access is disabled) 

 write (write capabilities are disabled) 

To edit a denied role: 

1. On the table listing, click the ID for the role you wish to edit. This opens the Denied Roles 
tab (shown below) with the option to edit both drop-down fields: 

 

2. Make your changes. 

3. If any changes, click OK. 

Review/Edit Property – Retention sub-tab 

Click the Retention sub-tab (shown below). 

 

If you have a private template, this tab opens in edit mode (shown below).  

 

1. In the Days field, use the spinner to change the number of days that the property details 
are saved in the system. 

2. Click OK to save your changes. 
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8.2.4 Templates > Review/Edit Schedules tab 

Click the Schedules tab (shown below) to review details on the template schedule(s). Notice 
that the SUNRISE/SUNSET SUPPORTED checkbox is shown; you can only enable this option 
for templates with Private visibility (described in this subsection) and if your device (and its 
firmware version) supports the ability to execute schedules based on sunrise/sunset 
settings. 

 

If the template is configured for Private visibility, you can edit the schedules. For these 
templates, you will see the Add option, as shown below: 

 

NOTE Throughout the Developer Portal, the Search function is interactive. As text is 
entered in the Search field, the table listing refreshes to show all matches with 
the entered characters. If there are no matches, the table listing is blank. 

To restore the full list, remove/delete the search field text. 

Following are the steps to view and edit schedules. If the template has private visibility, the 
fields can be edited on all of the tabs: 

1. If your device and its firmware version support the ability to execute schedules based on 
sunrise/sunset settings, and you wish to configure this setting for schedules that you will 
add to this template, select the SUNRISE/SUNSET SUPPORTED checkbox, as shown 
below: 

 

o Click OK in the Enable Sunrise/Sunset Supported Flag? dialog box (shown below). 
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If the Sunrise/Sunset option is already configured (as shown below), you can disable it. 

 

o Unselect the SUNRISE/SUNSET SUPPORTED checkbox. 

o Click OK in the Disable Sunrise/Sunset Supported Flag? dialog box (shown below). 

 

2. On the Schedules table listing, click a schedule to open the Details sub-tab (shown 
below). Notice the drop-down for Start Time Each Day and End Time Each Day, which is 
where you configure the sunrise or sunset settings. 

 

The fields are as follows: 
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o Name – the name of the schedule, which must match the schedule name on the 
host application on the device. 

o Direction – can be either: 

 To Device – if the schedule is sent to the device. 

 From Device – if the schedule is sent from the device. 

o Start Date - the date to start schedule. 

o End Date - the date schedule ends. 

o Start Time Each Day - the time to start each day. For private templates, you can 
edit this field as follows: 

 Click in the field to select the desired start time; refer to the following: 

 

 Click the drop-down at the end of the field to select the sunrise or sunset 
option, as shown below: 

 

• If you selected Sunrise or Sunset, click in the field to configure an 
offset time to run the schedule a specific number of 
hours/minutes before or after sunrise or sunset. Refer to the 
example below: 

 

1. Select Before or After to specify before or after sunrise or 
sunset. 

2. Select the up or down arrows to enter the time in hours/ 
minutes to start the schedule before or after sunrise or 
sunset. 
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o End Time Each Day - the time to end each day. 

 Click in the field to select the desired stop time; refer to the following: 

 

 Click the drop-down at the end of the field to select the sunrise or sunset 
option, as shown below: 

 

• If you selected Sunrise or Sunset, click in the field to configure an 
offset time to run the schedule a specific number of 
hours/minutes before or after sunrise or sunset. Refer to the 
example below: 

 

1. Select Before or After to specify before or after sunrise or 
sunset. 

2. Select the up or down arrows to enter the time in hours/ 
minutes to start the schedule before or after sunrise or 
sunset. 

o Ignore Threshold - the amount of time (in seconds) that can pass before the 
scheduled action is ignored if the schedule did not execute this action at the 
specified time. 

o Duration (in seconds) – the length of time that the schedule should be active. 

o Interval (in seconds) – the time between consecutive schedule events. 

o UTC checkbox 

 If selected, UTC (Coordinated Universal Time) is used. 
 If unselected, local time is used. 

o Fixed Actions checkbox 
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 If selected, you cannot add new actions to the schedule. This means that the 
updateSchedule call from the mobile application has reduced 
functionality when the Fixed Actions checkbox is selected. We recommend 
selecting this checkbox for schedules that are not intended to support 
significant customization by the end user. 

 If unselected, you can add new actions to the schedule. 

o Active checkbox 

 If selected, the schedule is active. 
 If unselected, the schedule is inactive. 

o Days of Week: - specific days that the schedule is active. 

o Months of Year: - specific months that the schedule is active. 

o Occurrence in Month: - - how many times the schedule occurs each month. This 
applies to the day of the week that the schedule is executed, e.g. the first and 
second Monday. 

If you make any changes, click OK. For private templates, there is an OK button at the 
bottom of this tab to save your changes (as shown in the example below). 

 

3. Click the Advanced sub-tab to view or edit (for private templates only) the time 
configurations for the schedule (example shown below). 

 

4. Click the Actions sub-tab to view specific details on the actions for the selected schedule. 
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If the template has private visibility, you may edit actions for the schedule as follows: 

a. Click the action in the table listing to open the following dialog box: 

 

b. Make your changes to any of the following fields: 

Name -  the property (datapoint) to specify the scheduled action. The Type field 
automatically populated based on the property selected in the Name field. 

Action Executes are options to specify when to execute the scheduled action: 

o In Range – the action executes on property within the defined range 
between Start Time Each Day and End Time Each Day settings. This 
selection provides the highest confidence level that the action will execute 
regardless of external factors causing a schedule to start at time other than 
that specified for Start Time Each Day. 

o At Start – the action executes on the property based on Start Time Each 
Day setting. 

o At End - the action executes on the property based on End Time Each Day 
setting. 

Value is a specific value set for the property (selected in the Name field), which 
is used when the schedule executes the action. 

Active checkbox 

o Select to set the intended scheduled action to execute. 

o Unselect if the scheduled action is inactive. 
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c. Click OK to save your changes. If you configured Sunrise and/or Sunset for the 
schedules, these settings show in the SCHEDULES table listing; refer to the 
example below: 

 

8.2.6 Templates > Roles tab (Review, Add, Edit, Delete) 

Roles define user permissions and restrictions.  You can only add and edit roles for private 
templates. 

 

NOTE The Search function is interactive. As text is entered in the Search field, the table 
listing refreshes to show all matches with the entered characters. 

If there are no matches, the table listing is blank. 

To restore the full list, remove/delete the search field text. 

Add Role 

If your template has private visibility, the Add option displays (shown below) enabling you to 
define new user permission for the selected template. 
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1. On the Roles table, click ADD . This displays the New Role Label dialog box: 

 

2. On Enable Role Name drop-down, select role. 

 

3. Enter Description information. 

4. (optional) Enter a Key and Value (this is the metadata key/value pair for the role) 

5. Click OK. 

Edit Role (Private Templates Only) 

1. In the Role table listing, click the name of the role. 



Ayla Developer Portal User’s Guide   

© 2021 Ayla Networks, Inc. Proprietary 117 
AY006UDP3-8/8.0/3-Jan-2021 

 

2. In the Edit Role Label dialog box, make changes as needed. 

 

3. When done, click OK. 

Delete Role (Private Templates Only) 

1. In the Roles table listing, select the role. 

 

2. Click DELETE . 

3. On the Confirmation dialog box, click OK. 
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9 OEM 

The OEM section of the Ayla Developer Portal allows you to setup and configure your SMTP 
server and Email Templates. 

NOTE Only customers defined as OEMs in the Ayla Developer Portal can setup and edit SMTP 
settings and Email templates. 

9.1 Edit SMTP Settings 

To edit your SMTP settings, perform the following steps: 

On the OEM tab, you can edit settings on the SMTP tab. 

 

Edit the fields as need: 

• Address (email address). 

• Port number 

• Domain 

• From User 

• Username 

• Password 

• Authentication: 

o plain 

o login (login required for authentication) 

o cram_md5 
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• Enable Start TLS Auto checkbox: 

o Select (enable start TLS) 

o Unselect (disable start TLS) 

After making your changes, click OK.  

You should receive a message indicating the SMTP setting has been updated. 

9.2 Email Templates 

 

NOTE The Search function is interactive. As text is entered in the Search field, the table 
listing refreshes to show all matches with the entered characters. 

If there are no matches, the table listing is blank. 

To restore the full list, remove/delete the search field text. 

9.2.1 Create Email Template 

On the Email Template table listing, click ADD . 

 
1. Enter the following information: 

o Name (name of the template) 

o Description (information about this template) 

o Template Id (ID to refer to this template – used to specify this template) 
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2. When done, click OK.  

The new email template is added under your OEM email templates. 

You should receive a message indicating the Email settings have been created. 

9.2.2 Review/edit Role 

In the table listing, click the Template ID. 

On the Edit Email Template dialog box: 

 

Editable fields are: 

o Name 
o Description 
o Template Id 

If any changes, click OK. 

9.2.3 Delete Role 

1. On the Roles table listing, select the role. 

 

2. Click DELETE . 

3. On the Confirmation dialog box, click OK. 
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10 Glossary  

Cloud templates Ayla Networks’ predefined cloud templates that are designed to reduce the 
work requirement for a customer to create a product. 

RBAC The MCU of the device that communicates directly with Ayla enabled Wi-Fi 
module. 

Wi-Fi Module A hardware component that has an MCU containing the Ayla agent and Wi-
Fi component used to allow connectivity to Ayla’s Cloud Services 

 

 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
680 N. McCarthy Blvd., Suite 100 

Milpitas, CA 95054 
Phone: +1 408 830 9844 
Fax: +1 408 716 2621 

 
 
 
 
 
 
 
 
 


	Copyright Statement
	Trademarks Statement
	Referenced Documents
	Contact Information
	Table of Contents
	1 Introduction
	1.1 About this Document
	1.2 Intended Audience
	1.3 Related Documentation
	1.4 Document Conventions
	1.5 Abbreviations and Acronyms

	2 Access the Ayla Developer Portal
	2.1 Register for Developer Account
	2.2 Log In
	2.2.1 Standard Log In
	2.2.2 Login with Facebook
	2.2.3 Login with Google
	2.2.5 Forgot Password
	2.2.6 Resend Confirmation Instructions

	2.3 Update Profile
	2.3.1 Change Password

	2.4 Manage Contacts
	2.5 Logout/Exit Developer Center

	3 Developer Center Navigation
	3.1 About Register New Devices
	3.2 About View My Devices
	3.3 About Design a Device
	3.4 About API Brower

	4 Devices
	4.1 Device Navigation
	4.2 Search Devices
	4.3 Register New Device
	4.4 Unregister Devices
	4.5 Device Setup Mode

	5 Device Configuration Details
	5.1 Properties tab (Search, Review, Configure)
	5.1.1 Properties > Search
	5.1.2 Properties > Details sub-tab
	5.1.3 Properties > Trigger sub-tab (Search and Add New Triggers)
	Search for Triggers
	Add a New Trigger

	5.1.4 Properties > Trigger sub-tab (Add Application)
	5.1.5 Properties > Denied Role sub-tab
	5.1.6 Properties > Datapoints sub-tab
	5.1.7 Properties > Retention sub-tab

	5.2 Properties tab (Edit/Delete Options)
	5.2.1 Properties > Change Current Value
	5.2.2 Properties > Trigger sub-tab (Edit Triggers)
	5.2.3 Properties > Trigger sub-tab (Delete Triggers)
	5.2.4 Properties > Triggers sub-tab (Edit Applications)
	Trigger Applications – email
	Trigger Applications – sms
	Trigger Applications – push_ios
	Trigger Applications – push_android
	Type drop-down = push_baidu

	5.2.5 Properties > Triggers sub-tab (Delete Applications)

	5.3 Details tab
	5.4 Module Image tab
	5.5 Host Image
	5.5.1 Add a Host Image
	5.5.2 Edit Host Image

	5.6 Notifications
	5.6.1 Add Notifications
	5.6.2 Review/Edit Notifications
	5.6.3 Add an Application to Notification
	Type drop-down = email
	Type drop-down = sms
	Type drop-down = push_ios
	Type drop-down = push_android
	Type drop-down = push_android_fcm (Firebase Cloud Messaging)
	Type drop-down = push_baidu

	5.6.4 Review/Edit Notification Application
	Type drop-down – email
	Type drop-down – sms
	Type drop-down – push_ios
	Type drop-down – push_android
	Type drop-down – push_android_fcm (Firebase Cloud Messaging)
	Type drop-down – push_baidu

	5.6.5 Delete Notification

	5.7 LAN
	5.8 Schedules
	5.8.1 Add New Schedule
	5.8.2 Add Actions to a Schedule
	5.8.3 Edit Schedule and Actions
	5.8.4 Delete Schedule

	5.9 Time Zone
	5.10 Template
	5.11 Roles
	5.11.1 Add Roles
	5.11.2 Review/Edit Role
	5.11.3 Delete Roles

	5.12 Location

	6 Rules
	6.1 Create a New Rule
	6.1.1 Error Handling

	6.2 Review/Edit Rule Details
	6.3 Delete Rule

	7 Groups
	7.1 Create a New Group
	7.2 Review/Edit Group Details
	7.3 Delete Group

	8 Templates
	Template Properties
	Template Naming Conventions
	8.1 Template Management
	8.1.1 Clone a Template
	8.1.2 Add Template
	8.1.3 Delete Template

	8.2 Review/Edit Template Details
	8.2.1 Template > Details tab
	8.2.2 Templates > LAN tab
	8.2.3 Templates > Properties Tab
	Import Properties (for Private Templates Only)
	Export Properties
	Add Property – Property type (for Private Templates)
	Delete Property
	Review/Edit the Property – Details sub-tab
	Review the Property – Triggers sub-tab
	Review/Edit the Property – Denied Roles sub-tab
	Review/Edit Property – Retention sub-tab

	8.2.4 Templates > Review/Edit Schedules tab
	8.2.6 Templates > Roles tab (Review, Add, Edit, Delete)
	Add Role
	Edit Role (Private Templates Only)
	Delete Role (Private Templates Only)



	9 OEM
	9.1 Edit SMTP Settings
	9.2 Email Templates
	9.2.1 Create Email Template
	9.2.2 Review/edit Role
	9.2.3 Delete Role


	10 Glossary

